Come configurare Zeroshell su VMware ESXi 3.5
Redatto da: Nicola Carlino



1) Creare la VM dall’interfaccia di VMware VI

(%) New Virtual Machine Wizard

How would wou prefer to configure vour virkual machine?

Wizard Type

Wirkual Machine Configuration
Marne and Location

Datastore f* Typical

uesk Operating System Creake a new virtual machine with the most common devices and configuration options.
ZPUs

e " Custom

Metwiork,

) ) ) Choose this option if you need ko create a virtual maching with additional devices or specific
Wirtual Disk Capacity configuration options.
Ready to Complete

Select the Appropriate Configuration Virtual Machine Yersion: 4

Help | = Back | Mext = I Cancel

(%) New Virtual Machine Wizard

‘hat do wou want bo call this virtual machine and where do you want it located?

Select a Mame and Location for this ¥irtual Machine Virtual Machine Version: 4

wizard Tvpe Provide a name For the new virtual machine and select its location in the inventory panel below. Yirtual
Mame and Location machine names can contain up to 80 characters, buk they must be unigue within each inventory Folder,
Dataskaore

Guesk Operating Syskem Narme:

CRUs Firewall-02

Mermory

Metwiork,

) ) ) ‘irtual machine Folders are unawvailable when connected directly to the host,
Wirtual Disk Capacity

Ready to Complete

Help | < Back | Mext = I Cancel

A




(%) New Virtual Machine Wizard

Choose a Datastore for the Wirtual Machine Virtual Machine Version: 4
‘here do vou want o store the wvirtual machine Files?

wizard Tvpe

Marne and Location
Datastore

Guesk Operating Syskem
CPUs

Mermory

Mtk

Wirtual Disk Capacity
Ready to Complete

Select a datastore in which to store the Ffiles For the virtual machine.,

It is advisable to choose a datastore that is large enough to accomodate the virtual machine and all iks
wirtual disk files, so that they may all reside in the same place.

MName Capacity Free Type ACcess
[datastorel] 63,25 GB 14,40 GB YMFS Single host
[datastorez] 136,50 B 115,95 GE YMFS Single host

Help |

< Back | Mext = I Cancel |

(%) New Virtual Machine Wizard |i||E”gl

Choose the Guest Operating System Virtual Machine Yersion: 4
‘hat Guest operating syskem do vou plan to use with this virtual machine?

wizard Tvpe

Marne and Location
Dataskaore

Guest Operating System
CPUs

Mermory

Mtk

Wirtual Disk Capacity

Ready to Complete

Guest Operating Syskem:

" Microsoft Windows

3

Linux
Movell Netiare

Solaris

~
~
~

Version:

CQther

Mote: The selection on this page allows the wizard ko provide defaults For wvarious virtual machine
parameters suitable for the guest O35 you intend to inskall, Your selection is also recorded as part of the
wirtual machine's configuration to allow hosts to optimize scheduling and other handling of the wirtual
machine for the targeted quest OS5, This wizard does not install any guest 05 For wou,

Help |

< Back | Mext = I Cancel |




(%) New Virtual Machine Wizard

¥irtual CPUs Virtual Machine Version: 4
Configure the number of virtual processors in the wirtual machine.

wizard Tvpe

Marme and Location Mumber of wirtual processors: -
Datastore

Guest Operating Svsten
CPUs

Mermory

Mtk

Wirtual Disk Capacity
Ready to Complete

Help | < Back | Mext = I Cancel

(%) New Virtual Machine Wizard

Memory Virtual Machine Version: 4
Configure the virtual machine's memory size,

Wizard Tvpe ) Specify the amount of memaory allocated ko this virtual machine.
Mame and Location The remary size musk be a mulkiple of 4ME,

Datastore Memory For this virkual maching:

Guest Operating Svsten

CPUs 1 1024 = mB
Memory N R R

Mtk 4 65532

Wirtual Disk Capacity To set the memory ko one of the indicate%values, wou may

Ready to Complete click the colored triangle on the slider above or in the legend
belo,
M Guest 05 recommended minimurm 3ZMEB
& Recommended memory 256 ME
&4 Guest 05 recommended maximum 65532 MB
& Maximum for best performance 4095 ME

VMware's recommended maximurm memary Faor any
Linux guest 05 is based on the least capable kernels
for that Linux distribution and version number, Some
kernel wersions can support larger memary sizes.
Consult your Linux release notes to see if wour kernel
can use alarger memory setking.

Help | < Back | Mext = I Cancel |

A




(%) New Virtual Machine Wizard

Choose Networks

Virtual Machine Version: 4

‘hich network connections will be used by the virtual machine?

wizard Tvpe
Marne and Location
Dataskaore

Guest Operating Svsten

CPUs

Memary

Metwork

Wirtual Disk Capacity
Ready to Complete

Create Nebwork Connections

Haow mary NICs do you wank to connect? m
Connect at
Metwark, Adapter Pawer On
NIC 1: |Flexible ~ W
MIC 2: |ur~f| Metwork ﬂ |Flexible ﬂ v
MIC 3: |'-.-'M Metwark j |Flexible j v
MIC 4 |‘|,|'M Mebwark, j |F|exib|e j v

Adapter choice can affect both networking performance and migration
compatibility, Consult the ¥Mware KnowledgeBase for more information on
choosing among the network adapters supported For warious guest operating
syskems and hosts,

Help |

< Back | Mext = I

Cancel |

(%) New Virtual Machine Wizard

Define ¥irtual Disk Capacity

‘hat size do wou wank this virbual disk to be?

wizard Tvpe

Marne and Location
Dataskaore

Guest Operating Svsten

CPUs

Memary

Mekwork,

¥irtual Disk Capacity
Ready to Complete

Set the maximum size For the virtual disk,

Dakastore: ||:Iatast|:|re2

Available Space {GE): 116,0
Disk Size: | 20 |8 =]

E[i=1ES

Virtual Machine Version: 4

Help |

< Back | Mext = I

Cancel |

A




(%) New Virtual Machine Wizard

Ready to Complete New ¥irtual Machine Wirkual Machine Yersion: 4
Are these the options you want ko use?

‘Wizard Tvpe

when vou click Finish, a task will be started that will create the new virtual machine.
Mame and Location

Datastore The wirtual machine will be created with the Following options:
Guest Operating System Mame: Firewall-02
CPUs HostfCluster: 253
Memory Resource Pool:  Resources
Netwark Datastore: datastore2
TR & Guest 05: Other Linux (32-bit)
virtual Disk Capacity "
Wirtual CPUs: 4
Ready to Complete Memory 1024 MB
MNICs: 4

MIC 1 Metwork:  ¥M Network.
MIC 2 Metwork:  YM MNebwork
MIC 3 Metwork:  ¥M Metwork
MIC 4 Metwork:  ¥M MNetwork
Wirtual Disk Size: 20 GB

[~ Edit the virtual machine settings before submitting

/&  Creation of the virtual machine does not include any automatic installation of the guest operating
system, You will need to install the guest OS5 just as wou would on a new physical computer,

| Help l £ Back | Finish I Cancel

2) Copiare I’iso sul server ESXi
3) Montare il CD della VM con I’iso appena copiata

(% Firewall-02 - Yirtual Machine Properties | Elgl

Hardware ]Optigns ] RS ] Yirkual Machine Yersion: 4
Hardware Summary Device Status

Memory 1024 MB E

8 CPUs 4 ¥ Connect at power on

& Floppy Drive 1 Client Device

‘L CD/DYD Drive 1 {edited) [datastore1] IS0, ZeroShell-1.0.betal 1.iso | Device Tvpe

BB Metwork Adapter 1 W Metwork, (" Client Device

EB Metwork adapter 2 W Metwork,

BB Metwork adapter 3 Wl Metwork

BB Metwork Adapter 4 WM Metwork,

O 5051 Contraller 0 LSI Logic

= HardDisk 1 Wirkual Disk,

" Hosk Device
(¢ Datastore 150 file

|[datast0rel] IS0 Zeroshell-1.0.beta Browse, .,

IMode
~

=
=

wirtual Device Mode
Add... J Remave ¢ |1DE (0:0) COJDVD Drive 1 =]

Help [o]'4 ‘ Cancel ‘

NOTA: Ricordarsi di Spuntare “Connect at power on”




4) Avviare la VM

(% Firewall-02 on esx
File Wiew WM

E ol = H correct Floppy 1

Starting

Press F2Z to enter 3IETUP, F12 for Network Boot, E3C for Boot HMenu

All’avvio schiacciare il tasto F2 e modificare da BIOS il boot in modo da far avviare la VM da CD.

[ Firewall-02 on esx @

File Wwiew VM
m 0l [ 4 [H correct Floppu 1 ?__'?5 il Hz;
Main Advanced Security Pouwer Boot Exit

Iten Specific Help

+Removable Devices

+Hard Drive Keys used to view or
Network boot from AMD A79CIT0A configure devices:
Network boot from AMD Am79CT70A #2 <{Enter> expands or
Network h 5 devices with
Network h Setup Confirmation

r> expands

Save configuration changes and exit nouw?
1> enables or

[ es [Nol device.

<> May move removahle
device between Hard
Disk or Removable Disk
<d> Remove a device
that is not installed.




Alla fine del boot avremo la seguente schermata.
[% Firewall-02 on esx
File Wiew 4M

m o p = =5 Correct Flappy 1

Zeroifhell - Het Services 1.8.betall

Hostname : zeroshell.example.com

CPU (43 : Intel(R) Xeon(TM) CPU 2.88GHz 2791MH=z

Eernel 1 2.6.25.17

Memory : 1835288 kB https:»-192.168.8.75
Uptime : B days, B:8 User :admMin
Load : B8.76 8.28 B.86 Password : zeroshell
Profile : Temporary EXAMPLE.COM configuration

COMMAND MEHU
{A> Actiwvate Profile Change adMin password
<{D> Deactivate Profile Show Routing Table
<5» 3hell Prompt Show Firewall Rules
<{R> Reboot 3how Hetwork Interface
<H> Shutdown Fail-Safe Mode
{B> Create a Bridge IP Manager
<W> WiFi Manager

5) Installare Zeroshell sull’hd (come indicato in altri manuali)

6) Configurare zeroshell (come indicato in altri manuali)

7) Riavviare zeroshell (per verificare che sia tutto ok)

8) Verificare che le regole create funzionano

Nota: Di default le schede di rete che vengono montate da ESXi sono le AMD PCNet da 100 Mbit/s; se
sul vostro server ci sono schede Intel Gigabit é possibile sostituire le schede virtuali di default con delle
“e1000”.

b B Connect Flappy 1 E_. 4] IE_.

Advanced Micro Devices [AMD] 79c978 [PCnet32 LANCE] (rev 18)
aTatus. Uduplex

Link encap:Ethernet HUaddr BB:BC:29:DB:5A:85

UP BROADCAST RUNMING MULTICAST MTU:1588 Metric:1

Rx packets:4773 errors:H dropped:8 overruns:H frame:H

T¥ packets:8 errors:8 dropped:B overruns:HB carrier:8
collizions:B txqueuelen:1B8d8

Rx byte=s:482874 (478.7 Eb) Tx byte=z:8 (B.8 b

Interrupt:18 Base address:@x1488

IP 197 168 A _ 7574 hrd 197 18 H_P?L5

Advanced Micro Dewvices [AMI] 79c978 [PCnet3? LANCE] (rev 18)

aTatus. Uduplex
Link encap:Ethernet HUaddr BB:BC:29:DB:5A:8F
UP BROADCAST RUNMING MULTICAST MTU:1588 Metric:1

Rx packets:4767 errors:H dropped:8 overruns:H frame:H

T¥ packets:8 errors:8 dropped:B overruns:HB carrier:8
collizions:B txqueuelen:1B8d8

Rx byte=s:4814H89 (478.1 Eb) Tx byte=z:8 (B.8 bl

Tnterrunt 119 RBase address:Hw148A

Advanced Micro Dewvices [AMD] 79c978 [PCnet32 LANCE] (rev 1H)
aTatus: Uuplex




Modifica delle schede ethernet virtuali

1) Spegnere la VM

2) Modificare il file .vmx della VM con un editor ed inserire alla fine del file la seguente voce:
ethernet(.virtualDev = "e1000"

Nota: Bisogna inserire una riga per quante sono le schede di rete virtuali configurate sulla VM (max 4)
cambiando il numero dopo ethernet es. ethernetl.virtualDev = "'e1000"

B rvmfsivolumes/datastore2/Firewall-02/Firewall-02. vmx

n k4 B X & o L SO - B

ethernetl. generatediddress "O00:0c:29:db: 5a: BE™ ~
ethernetZ. generateddddress "00:0c:29:db: 5a: 997"

ethernetl. generateddddress = "00:0c:2%9:db:5a:al3"™

sched. svap. derivedNane = "/vnfs/volumes,/49c8aded-5d7E££340-85d3-001143316ed/Firewall-0Z2 /Firewall-02-1718cact. vaup™

ethernetld. generateddddress0ffset = 0™
ethernetl. generateddddress0ffset = 107
ethernets, generatediddress0ffzet = 20"
ethernetd. generateddddress0£ffzet = 307

tools.renindInstall = "TRUE™

hostCPUID.O = "00000005756e65476c65746e49656259
questCPUID.0 = "00000005756e65476C65746e49656269"
ugerCPUID. O "00000005756e65476C65746e4965669"
hostCPUID. 1 "O0000E£3400020800000044]1dhfebfhfE™
questCPUID.1 = "00000E£3800010800000000010EebfhEE™
ugerCRUID.1 = "00000£34000208000000441dhEebfhEE™
hostCPUID. 50000001 = "00000000000000000000000020000000"
questCPUID, 80000001 = "0O0000000000000000000000000000000™
userCPUID. 50000001 = "00000000000000000000000020000000"

eycConpatibilityMode = "FALSE™
ethernetl.virtualley = "el0O00™
ethernetl.virtualley = "el000™
ethernetzZ.virtualley = "el000™
ethernet3.virtuallev = ”elDDD”|
w
Line: 73./79 Calumn: 31 Character: 13 [0=0D] Modified

Ecco come appariranno le schede di rete.
3 =] EW  SUNINESL CIuppy | (B3 1 |

Intel Corporation 82545EM Gigabit Ethermet Controller (Copper) (rev H1

Status: 1BHBAMb-s= Full Duplex

Link encap:Ethernet HUWaddr BB:BC:29:DB:5A:85

UP BROADCAST RUNHING MULTICAST HMTU:1588 HMetric:1
R packet=:115 errors:H dropped:H overruns:8 frame:H
TX packet=s:H errors:H dropped:8 overruns:H carrier:8
collizionz:fA txqueuelen:1B884H

RX bytes:9788 (9.4 Kb) TX byte=s:@ (B.8 b)
TP 197 1A H_ 7574 hrd 197 168 _H_ 2?55

Intel Corporation 82545EM Gigabit Ethermet Controller (Copper) (rev H1

Status: 1BHBAMb-s= Full Duplex

Link encap:Ethernet HUWaddr BB:BC:29:DB:5A:8F

UP BROADCAST RUNHING MULTICAST HMTU:1588 HMetric:1
R packet=:112 errors:H dropped:H overruns:8 frame:B
TX packet=s:H errors:H dropped:8 overruns:H carrier:8
collisions:8 txqueuelen:1HBH88

BY hutes:9464 (9 % Hhl T¥ hute=s:H (A H h)

Intel Corporation 82545EM Gigabit Ethermet Controller (Copper) (rev H1




